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La Policia Nacional alerta que, en els darrers dies, s'han detectat diversos ciberatacs a
estudis d'Arquitectura. Com a resultat de la ciberpatrulla i la col-laboracio ciutadana, a través
de la secci6 "Col-labora" del lloc web www.policia.es, es té coneixement de l'auge d'una
campanya de distribucié del ransomware denominat Lockbit Locker, dirigida contra estudis
d'arquitectura, mitjancant la suplantacio de I'empresa Fotoprix, en un primer moment, i fent-
se passar per propietaris de fleques o d'altres negocis.

SISTEMA DE CIBERATAC

Segons informa la Policia Nacional, en aquest cas, els atacants envien un correu electronic a
determinades empreses d'arquitectura des d'un domini del tipus "fotoprix.eu” (sense que
existeixi aquest domini), o d'altres tipus (fleca, ferreteria, etc.), sol-licitant pressupost per
realitzar una reforma a la seu de I'empresa.
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Després de diversos correus electronics, els atacants proposen concretar una data per a una
reunio inicial i aixi poder fixar el pressupost, pero, com a requisit previ a aquesta, envien
mitjancant "WeTransfer" uns documents amb les especificacions de la reforma perquée
I'empresa d'arquitectura pugui ajustar el pressupost al maxim a les necessitats.

Quan la victima descarrega el fitxer i I'executa al seu ordinador, aguest queda
automaticament xifrat i els ciberdelinqtients sol-liciten un rescat per recuperar els fitxers, les
instruccions del qual queden reflectides dins d'un fitxer .txt que s'hi copia a I'equip afectat.

La campanya ha assolit un nivell de sofisticacié molt alt, ja que les comunicacions dels
ciberdelinquients resulten totalment concordants i congruents, per la qual cosa les victimes no
sospiten res fins que pateixen I'encriptacio dels equips.

RECOMANACIONS PER EVITAR SER VICTIMA DE CAMPANYES DE RANSOMWARE

- No obrir correus provinents de remitents desconeguts o dels quals no s'hagi sol-licitat
informacio prévia.

- Contactar telefonicament amb el client per verificar la informacio.
- No descarregar arxius adjunts de correus provinents de remitents desconeguts.
- Mantenir sempre actualitzat el sistema operatiu i I'antivirus.

- Realitzar periodicament copies de seguretat independents.

Per denunciar qualsevol incident, dirigir-se a seguridad.logica@policia.es

Informacié de I'Institut Nacional de Ciberseguretat enllag
29/08/2023
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FAQs

1-Enlaprimerafasel ?"C. PRESSUPOST ORIENTATIU Una estimacio indicativa del
pressupost que inclou les produccions, exposicions, esdeveniments congressuals i
altres proposats per [?equip"?, si tot i mencionar els items a incloure i/o
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pressupostar no es menciona el valor, es rebutjaria la proposta independentment
gue compleixi amb els altres dos items de criteris de seleccio?

2 - De ser obligatori per concursar |1?estimacié del pressupost, quanta gent s'espera
gue assisteixi? D'aix0 en depenen les arees o espais objecte d'aplicacio.

3 - Els centres de convencions de propietat publica o gestionats publicament
tindrien costos? S'inclourien en el pressupost per al seu Us?

4 - Si l'equip es presentai algun membre -exceptuant la direccio del projecte- vol
retirar-se, pot fer-no?

5 - Quin idioma és preferible per presentar els panells?

6 - La declaracio responsable d'estar al corrent d'obligacions fiscals i de la
Seguretat Social que es demana adjuntar a la primera fase és obligatoria per a tots
els membres de I'equip, fins i tot els internacionals?

i

FAQs

1-Enlaprimerafasel ?"C. PRESUPUESTO ORIENTATIVO Una estimacion
orientativa del presupuesto que incluya las producciones, exposiciones, eventos
congresuales y otros propuestos por el equipo”?, ¢si aunque se mencionen los
items a incluir y/o presupuestar no se menciona el valor, se rechazaria la propuesta
independientemente de que cumpla con los otros dos items de criterios de
seleccion?
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2 - De ser obligatorio para concursar la estimacion del presupuesto, ¢cuantas
personas estan previstas que asistan? De esto dependen las areas o espacios
objeto de postulacion.

3 - ¢Los centros de convenciones de propiedad o administracion publica, tendrian
algun coste? ¢ Se incluirian en el presupuesto para su utilizacion?

4 - Si se postula el equipo y algin componente, exceptuando la direccion del
proyecto, quiere retirarse, ¢lo puede hacer?

5-¢Qué idioma es preferible para presentar los paneles?

6 - ¢La declaracion responsable puede ser conjunta para todos los miembros,
incluso los internacionales?

i
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QUESTION 1: In the first phase |, "C. INDICATIVE BUDGET An indicative estimate of the
budget that includes the productions, exhibitions, congress events and others
proposed by the team”, the question is if a value is not presented, would it be cause for
rejection? That is, the items to be included or budgeted are mentioned, however, no
value would be mentioned in this first phase, if so, would the proposal be rejected
regardless of whether it meets the other two items of selection criteria?

ANSWER 1: The rules of the contest detail which are the items that must be included in the
700,000 euros and which are excluded. The 700K euros are NOT the full budget of the
congress. In the proposal, the teams must explain how they would use these 700K euros for
the actions they propose and that are against this budget. Teams can also propose actions
that could be the subject of private sponsorship if they consider it so. It will be the task of the
jury to assess the clarity and suitability of the budget presented by the teams in the whole of
the proposal presented.

QUESTION 2: If it is mandatory to participate to fulfil the estimate of the budget, how
many people are expected to attend? since the areas or spaces object of application
depend on this.

ANSWER 2: As indicated in the rules, the rental of congress spaces is not within the budget of
700K or its preparation. An infrastructural endowment should only be provided if spaces are
proposed for the sessions without any preparation to host events of this type (for example, a
park or open space). It should be borne in mind that the final decision on the specific spaces
in which the congress will be held will be taken jointly between the winners of the contest and
the organization, trying to choose the spaces that best adapt to the congress structure that
emerges from the contest. It is not possible at this time to venture how many attendees we will
have, although as a reference, between 6000 and 7000 congressmen attended the
Copenhagen congress.

QUESTION 3: Would publicly owned or operated convention centers have any costs?
that is, would they be included in the budget for their use?

ANSWER 3: Whatever the space chosen, public or private, within the 700K there is no need
to foresee the rental cost of those spaces.

QUESTION 4: If the team applies and any of them want to retire, can they do so? except



the project manager.

ANSWER 4: The first round of the contest is anonymous. So the assessment of the capacity
of the proposed team will only occur in the second round of the jury for the 5 finalists. In this
second session, the jury will be able to ask questions and talk with the teams and these types
of issues can be addressed directly between the team and the jury. PLEASE NOTE THAT
THE FIRST ROUND IS ANONYMOUS AND NO NAME OF THE PROPOSED TEAM FOR
THE COMMISSIONER CAN APPEAR ON THE 4 A3 PANELS.

QUESTION 5: In relation to language, which language is preferable to present the
panels? Do all the members of the jury know Catalan, Spanish and English?

ANSWER 5: The documentation can be submitted in any of the languages provided: Catalan,
Spanish or English. From the organization we will attach translations of the texts present in
the panels when necessary for the understanding of the jury.

QUESTION 6: In relation to the registration form of the first phase, we see that they ask
for aresponsible declaration of being up to date with the tax and Social Security
obligations of all team members. We have a team with an international profile, with
several people who do not live or have never lived in Spain, do they also have to file
the declaration? Do you have a model declaration in English that could be useful in this
case?

ANSWER 6: The responsible statement can be joint for all members, including international
ones. It does not need to be an official paper; it is enough with a text written and signed by the
contestants. In the case of teams that pass to the second phase, from the organization we will
analyze if it is necessary to request any documentation to verify the veracity of the declaration.
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